
  



  



Q1  

(a) Explain GRUB.conf file in details 

Ans(a) When the system boots, GRUB presents a graphical screen showing the operating 

systems that you can boot. The /boot/grub/grub.conf file controls what information is 

displayed on the graphical screen. This file even controls whether you see the 

graphical screen at all. The following code shows a typical GRUB configuration file. 

An explanation of the items in the file follows the listing. 

default=0 

timeout=5 

splash image=(hd0,0)/grub/splash.xpm.gz 

hidden menu 

title Fedora Core (2.6.9-1.667) 

root (hd0,0) 

kernel /vmlinuz-2.6.9-1.667 ro root=/dev/VolGroup00/LogVol00 rhgb quiet 

initrd /initrd-2.6.9-1.667.img 

All lines beginning with a # (hash character) are comments and will be ignored. 

GRUB also ignores blank lines. The lines following the lines beginning with the hash 

character and before the line beginning with title are the menu interface commands 

that GRUB uses to display the menu. These lines have the following meanings: 

Default=0 — This command tells GRUB to boot the first listing beginning with title. 

If you had two entries beginning with title, you could set this number to 1 to boot the 

second entry. 

Timeout=5— This command tells GRUB to boot the default entry after five seconds. 

To change the time, increase or decrease the number as desired. Splash image= 

(hd0,0)/grub/splash.xpm.gz — This command tells GRUB where to look for the 

splash image it displays for the menu. You can create your own images if you desire. 

Just be sure to follow the same format as shown here. 

Hidden menu— This command tells GRUB not to display the menu and to boot the 

default after the timeout expires. You can still see the menu by pressing any key. 

Title— This command tells GRUB to list a boot name on the menu using the name 

following the title command. 

Root (hd0, 0) — This line tells GRUB to boot the system from the first partition of 

the first hard drive. 

Kernel... — This line tells GRUB the location of the kernel, as well as passes kernel 

parameters to the kernel. 

initrd...— This line tells GRUB the location of the initial ram disk image that is 

used to load special drivers for the system. 

(b) What are rc scripts & how rc scripts can be managed? 

Ans(b) 1. The /etc/initt abfile specifies which scripts to run when run levels change. 

2. These scripts are responsible for either starting or stopping the services that are 

particular to the run level. 

3. Because of the number of services that need to be managed, rc scripts are used. 

4. The main one, /etc/rc.d/rc, is responsible for calling the appropriate scripts in the 

correct order for each run level. 

5. Such a script could easily become extremely uncontrollable to keep this from 

happening, a slightly more elaborate system is used. 



6. For each run level, a subdirectory exists in the /etc/rc.ddirectory. 

7. These run level subdirectories follow the naming scheme of rcX.d, where X is the 

run level. For example, all the scripts for run level 3 are in /etc/rc.d/rc3.d. 

8. In the run level directories, symbolic links are made to scripts in the 

/etc/rc.d/init.d directory. 

9. Instead of using the name of the script as it exists in the /etc/rc.d/init.d directory, 

however, the symbolic links are prefixed with an S, if the script is to start a 

service, or with a K, if the script is to stop (or kill) a service. 

10. These two letters are case sensitive. You must use uppercase letters, or the startup 

scripts will not recognize them. 

11. In many cases, the order in which these scripts are run makes a difference. For 

example, you can’t start services that rely on a configured network interface 

without first enabling and configuring the network interface. 

12. To enforce order, a two-digit number is suffixed to the S or K. Lower numbers 

execute before higher numbers; for example, /etc/rc.d/rc3.d/ S10network runs 

before /etc/rc.d/rc3.d/S55sshd (S10network configures the network settings, and 

S55sshd starts the Secure Shell [SSH] server). 

13. The scripts pointed to in the /etc/rc.d/init.ddirectory are the workhorses i.e. they 

perform the actual process of starting and stopping services. 

14. When /etc/rc.d/rcruns through a specific run level’s directory, it invokes each 

script in numerical order. 

15. It first runs the scripts that begin with a K and then the scripts that begin with an 

S. For scripts starting with K, a parameter of stop is passed. Likewise, for scripts 

starting with S, the parameter start is passed. 

 

(c) State the advantages of using hierarchical method for file system organization. 

Ans(c) 1. Red Hat has chosen to follow the standards outlined in the File system Hierarchy 

Standard (FHS). 

2. The FHS provides specific requirements for the placement of files in the directory 

structure and placement is based on the type of information contained in the file. 

3. Basically two categories of file information exist: shareable or unshareable, and 

variable or static. 

4. Shareable files are files that can be accessed by other hosts, and unshareable files 

can be accessed only by the local system. 

5. Variable files contain information that can change at any time on their own, 

without anyone actually changing the file. A log file is an example of such a file. 

A static file contains information that does not change unless a user changes it. 

Program documentation and binary files are examples of static files. 

6. Linux’s method of mounting its file systems in a flat, logical, hierarchical method 

has advantages over the file system mounting method used by Windows. 

7. Linux references everything relative to the root file system point /, whereas 

Windows has a different root mount point for every drive. 

8. If you have a /usr partition that fills up in Linux, you can create another file system 

called /usr/local and move your /usr/local data from /usr to the new file system 

definition. 



9. This practice frees up space on the /usr partition, and is an easy way to bring your 

system back up to a fully functional state. 

 

10. This trick wouldn’t work on a Windows machine, because Windows maps its file 

locations to static device disk definitions. 

11. You would have to change programs’ file references from c:\ to d:\, and so forth. 

Linux’s file system management is another good reason to use Linux on your 

production servers instead of Windows. 

(d) How to configure the secure system? 

Ans(d) 1. There is a common thread in Linux system administration, something that is a 

constant presence in everything you do, it is the security of the computer and data 

integrity. 

2. The system administrator’s task, first and foremost, is to make certain that no data 

on the machine or network are likely to become corrupted, whether by hardware 

or power failure, by misconfiguration or user error (to the extent that the latter can 

be avoided), or by malicious or inadvertent intrusion from elsewhere. 

3. No one involved in computing can have failed to hear of the succession of 

increasingly serious attacks upon machines connected to the Internet such as 

DDoS, E-mail attacks and worm’s attacks. 

4. Depending on how and to what a Linux machine is connected, the sensitivity of 

the data it contains and the uses to which it is put, security can be as simple as 

turning off unneeded services, monitoring the Red Hat Linux security mailing list 

to make sure that all security advisories are followed, and otherwise engaging in 

good computing practices to make sure the system runs robustly. 

5. It can be an almost full-time job involving levels of security permissions within 

the system and systems to which it is connected, elaborate firewalling to protect 

not just Linux machines but machines that, through their use of non-Linux 

software, are far more vulnerable, and physical security — making sure no one 

steals the machine itself. 

6. For any machine that is connected to any other machine, security means hardening 

against attack and making certain that no one is using your machine as a platform 

for launching attacks against others. 

7. If you are running Web, ftp, or mail servers, then make sure that passwords are 

not easily guessed and not made available to unauthorized persons, that 

disgruntled former employees no longer have access to the system, and that no 

unauthorized person may copy files from your machine or machines. 

8. Your job as a system administrator is to strike the right balance between maximum 

utility and maximum safety, all the while bearing in mind that confidence in a 

secure machine today says nothing about the machine’s security tomorrow. 

Q.2  

(A) What is cron? How cron files are taking care of system task explain. 

Ans(a)  Cron is a daemon that executes commands according to a preset schedule that user 

defines. It wakes up every minute and checks all cron files to see what jobs need to 

be run at that time. 

a. User crontab files are stored in /var/spool/cron/. 



b. System cron files are stored in /etc directory. 

System cron files are stored in /etc directory. 

cron.d,cron.daily,cron.hourly,cron.monthly,cron.weekly 

 

(B) What is DHCP? How to configure DHCP explain in details. 

Ans(b) 1. Using DHCP, you can have an IP address and the other information automatically 

assigned to the hosts connected to your network. 

2. This method is quite efficient and convenient for large networks with many hosts, 

because the process of manually configuring each host is quite time consuming. 

3. By using DHCP, you can ensure that every host on your network has a valid IP 

address, subnet mask, broadcast address, and gateway, with minimum effort on your 

part. 

4. You should have a server configured for each of your subnets and Each host on the 

subnet needs to be configured as a DHCP client. 

5. You may also need to configure the server that connects to your ISP as a DHCP client 

if your ISP dynamically assigns your IP address 

Setting up the server 

1. The program which runs on the server is dhcpd and is included as an RPM on Red 

Hat 7.2 installation CD 2. 

2. Look for the file dhcp-2.0pl5-1.i386.rpm and use the Gnome-RPM (the graphical 

RPM tool) from the desktop, or use the rpm command from a command prompt to 

install it. 

3. In Red Hat Linux the DHCP server is controlled by the text file /etc/ dhcpd.conf. 

4. If this file does not exist on your server, you can create it using a text editor. Be sure 

to use the proper addresses for your network. 

5. To start the server, run the command dhcpd. To ensure that the dhcpd program runs 

whenever the system is booted, you should put the command in one of your init 

scripts. 

Configuring the client 

1. First you need to check if the dhcp client is installed on your system. You can check 

for it by issuing command: which dhcpcd 

2. If the client is on your system, you will see the location of the file. 

3. If the file is not installed, you can find it on Red Hat Installation CD 1. 

4. Install the client using the rpm command. After you install the client software, start it 

by running the command dhcpcd. 

5. Each of your clients will now receive its IP address, subnet mask, gateway, and 

broadcast address from your dhcp server. 

Since you want this program to run every time the computer boots, you need to place 

it in the /etc/rc.local file. Now whenever the system starts, this daemon will be loaded 

 

(C) What is use of fstab? Explain contents of fstab. 

Ans(C) 6. The fstab file is a system configuration file commonly found at /etc/fstab on Unix and 

Unix-like computer systems.  In Linux it is part of the util-linux package.  



7. The fstab file typically lists all available disk partitions and other types of file systems 

and data sources that are not necessarily disk-based, and indicates how they are to be 

initialized or otherwise integrated into the larger file system structure. 

8. The fstab file is read by the mount command, which happens automatically at boot 

time to determine the overall file system structure, and thereafter when a user executes 

the mount command to modify that structure. It is the duty of the system administrator 

to properly create and maintain the fstab file. 

9. While fstab is still used for basic system configuration, for other uses it has been 

superseded by automatic mounting mechanisms. The file has other names on some 

versions of Unix; for example, it is found at /etc/vfstab on Solaris systems. 

10. ext2 check={none, normal, strict} 

11. Sets the fsck checking level. 

12. debug 

13. Print debugging info on each remount . 

14. sb=n 

15. n is the block which should be used as the superblock for the fs. 

16. fat check={r[elaxed], n[ormal], s[trict]} 

17. Not the same as ext2, but rather deals with allowed filenames. See mount(8). 

18. conv={b[inary], t[ext], a[uto]} 

19. Performs DOS <---> UNIX text file conversions automatically. See mount(8). 

20. fat, ntfs windows_names 

21. Linux file systems have a larger set of allowed characters in filenames. Windows 

names restricts the set of allowed characters for the volume to only those acceptable 

by Windows. Note: though FAT/NTFS are the most common use case, this feature is 

not specifically restricted to those file system types. 

22. uid=n, gid=n 

23. Sets the user identifier, uid, and group identifier, gid, for all files on the file system. 

24. umask=nnn, dmask=nnn, fmask=nnn 

25. Sets the user file creation mode mask, umask, the same for directories only, dmask 

and for files only, fmask. 

26. More detailed information about the fstab file can be found in the man page about 

Linux fstab; for other systems see below. 

27. nfs 

28. addr=ip 

29. where 'ip' means IP address 

(D) Stare the number of subnets, subnetmask  and number of host for Class B 
subnets with 2,3,4,5 bits. 

Ans(D) No of bits=2 
11111111.11111111.11000000.00000000 
No of zeros=14 
No of hosts=214−2 

 
No of bits=3 
11111111.11111111.11100000.00000000 
No of zeros=13 
No of hosts=213−2 

 
No of bits=4 



11111111.11111111.11110000.00000000 
No of zeros=12 
No of hosts=212−2 

 
No of bits=5 
11111111.11111111.11111000.00000000 
No of zeros=11 
No of hosts=211−2 
 

Q3  

(A) Explain use of telnet, ftp, sync, finger, talk, rlogin services 

Ans(a) 1. Telnet: Telnet is a network protocol used on the Internet or local area networks 

to provide a bidirectional interactive text-oriented communication facility using a 

virtual terminal connection. User data is interspersed in-band with Telnet control 

information in an 8-bit byte oriented data connection over the Transmission 

Control Protocol (TCP). 

2. ftp:The File Transfer Protocol (FTP) is a standard network protocol used to 

transfer computer files from one host to another host over a TCP-based network, such 

as the Internet. 

3. FTP is built on a client-server architecture and uses separate control and data 

connections between the client and the server. FTP users may authenticate themselves 

using a clear-text sign-in protocol, normally in the form of a username and password, 

but can connect anonymously if the server is configured to allow it. For secure 

transmission that protects the username and password, and encrypts the content, FTP 

is often secured with SSL/TLS (FTPS). SSH File Transfer Protocol (SFTP) is 

sometimes also used instead, but is technologically different. 

4. Sync: sync writes any data buffered in memory out to disk. This can include 

(but is not limited to) modified superblocks, modified inodes, and delayed reads and 

writes. This must be implemented by the kernel; the sync program does nothing but 

exercise the sync system call.  

5. The kernel keeps data in memory to avoid doing (relatively slow) disk reads 

and writes. This improves performance, but if the computer crashes, data may be lost 

or the file system corrupted as a result. Sync ensures that everything in memory is 

written to disk.  

6. Sync should be called before the processor is halted in an unusual manner 

(e.g., before causing a kernel panic when debugging new kernel code). In general, the 

processor should be halted using the shutdown or rebootor halt commands, which will 

attempt to put the system in a quiescent state before calling sync.  

7. finger: 

finger - user information lookup program    

finger [-lmsp ] [user ... ] [user@host ... ]    

DESCRIPTION 

The finger displays information about the system users.  

Options are:  

-s  
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Finger displays the user's login name, real name, terminal name and write status (as a 

``*'' after the terminal name if write permission is denied), idle time, login time, office 

location and office phone number.  

8. Login time is displayed as month, day, hours and minutes, unless more than 

six months ago, in which case the year is displayed rather than the hours and minutes.  

9. Unknown devices as well as nonexistent idle and login times are displayed as 

single asterisks.  

-l  

10. Produces a multi-line format displaying all of the information described for 

the -s option as well as the user's home directory, home phone number, login shell, 

mail status, and the contents of the files ̀ `.plan '' ``.project '' ``.pgpkey '' and ``.forward 

'' from the user's home directory.  

11. Phone numbers specified as eleven digits are printed as ``+N-NNN-NNN-

NNNN''. Numbers specified as ten or seven digits are printed as the appropriate subset 

of that string. Numbers specified as five digits are printed as ``xN-NNNN''. Numbers 

specified as four digits are printed as ``xNNNN''.  

12. Talk: 

talk - talk to another user  

talkperson [ttyname ]  

DESCRIPTION 

Talk is a visual communication program which copies lines from your terminal to that 

of another user.  

Options available:  

person 

If you wish to talk to someone on your own machine, then person is just the person's 

login name. If you wish to talk to a user on another host, then person is of the form 

`user@host'  

ttyname 

If you wish to talk to a user who is logged in more than once, the ttyname argument 

may be used to indicate the appropriate terminal name, where ttyname is of the form 

`ttyXX' or `pts/X'  

rlogin: 

rlogin - remote login    

SYNOPSIS 

rlogin [-8EKLdx ] [-e char ] [-l username ] host    

DESCRIPTION 

Rlogin starts a terminal session on a remote host host 

The standard Berkeley rhosts authorization mechanism is used. The options are as 

follows:  

-8  

The -8 option allows an eight-bit input data path at all times; otherwise parity bits are 

stripped except when the remote side's stop and start characters are other than ^S/^Q 

.  

-E  

The -E option stops any character from being recognized as an escape character. When 

used with the -8 option, this provides a completely transparent connection.  

mailto:user@host


-L The -L option allows the rlogin session to be run in ``litout'' (see tty(4)) mode.  

-d  

The -d option turns on socket debugging (see setsockopt(2)) on the TCP sockets used 

for communication with the remote host.  

(B) Compare inted and xinted services.explain standalone services of xine 

Ans(b) 1. The inetd daemon is best described as a super-server, created to manage many 

daemons or services.  

2. It listens to multiple ports, and invokes only requested services. 

3. This reduces the load that services place on a system, because it means that 

network services – such as telnet,  File Transfer Protocol (FTP), and Simple Mail 

Transfer Protocol (SMTP) – can be activated on demand rather than having to run 

continuously. 

4. When a system initializes, the inetd daemon needs to determine its configuration 

information. To do this, the daemon accesses two files – /etc/services and 

/etc/inetd.conf. 

5. The /etc/services file contains a list of network services and the ports to which 

they map.  Network services have standard default ports on which client machines 

can find them. This enables clients to connect to particular services. For instance, 

HTTP uses port 80, FTP uses port 21, and telnet uses port 23. 

6. Entries in the /etc/services file are divided into 4 fields, Service name – The 

service name field specifies the name of a network service. Typical entries include 

telnet, File Transfer Protocol (FTP), and Post Office Protocol (POP). 

7. Port/protocol – The port/protocol field identifies the number of the port and the 

protocol – or communication standard – that a service uses. The protocol is usually 

Transmission Control Protocol (TCP) or User Datagram Protocol (UDP). Both 

port and protocol entries should be included. 

8. Aliases– The aliases field specifies any alternative names for a network service. 

For instance, a common alias for www is HTTP. This field is optional. 

9. Comment – The comment field is an optional field in which you can enter any 

additional information about a service. 

10. The xinetd daemon In Linux, the extended Internet services daemon (xinetd) 

replaced inetd. It performs the same function as inetd in that it listens to multiple 

ports and invokes a requested service. However, it is more secure. Typical xinetd 

services include Remote Shell (RSH), FTP, telnet ,PostOfficeProtocol(POP3). 

11. Like the inetd daemon, xinetd needs to load and initialize a new process before it 

can handle a new request. If a network handles a large volume of e-mail, for 

example, the xinetd daemon would need to invoke the mail service for each mail 

request individually, resulting in an extremely slow response time. So it’s 

preferable to run the network’s mail service as a standalone daemon. 

12. It’s also common to run the HTTP, send mail, ident, and Samba services as 

standalone daemons.  Services that xinetd manages are not encrypted. However, 

each service has its own level of authentication, which limits their use to trusted 

users and helps prevent denial-of-service (DoS) attacks. 

13. The xinetd daemon is incompatible with inetd because its configuration file has a 

different format. However, a program is available that converts the inetd file into 

the required format. 
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14. The xinetd daemon uses the /etc/xinetd.conf file to set the parameters for the 

services that it manages.The /etc/xinetd.conf file contains six parameters. 

a. instances – The instances parameter specifies the maximum number of 

services that xinetd can invoke at the same time. 

b. log_type – The log_type parameter sets xinetd to use the SYSLOG authpriv 

facility. 

c. log_on_success – The log_on_success parameter specifies the logging 

information when a connection is successful. Typical values include PID, 

HOST, and USERID. 

d. log_on_failure – The log_on_failure parameter specifies the logging 

information when a connection fails. Typical values include HOST and 

USERID. 

e. cps – The cps parameter controls the rate of incoming connections. The first 

argument specifies the maximum number of connections. The second 

argument specifies how long xinetd is disabled. 

f. includedir – The includedir parameter specifies the directory that xinetd 

must read for specific configurations. 

g. Unlike the inetd daemon, the xinetd daemon doesn’t need the services in its 

configuration file to be listed in the services file. Each service’s 

configuration file has a disable parameter, which has yes as the default value. 

You can enable a service by manually changing the value of the disable 

parameter to no. You can enable / disable services under xinetd. With 

below commands #  

h. chkconfigservice_name,on 

# chkconfigservice_name off 

i. If you modify the /etx/xinter.conf you need to refresh the service with below 

command 

j. [root@easynomad1 grosetti]# service xinetd reload 

Reloading configuration: [OK ] 

[root@easynomad1 grosetti]# 

(C) What are the steps to Configure Linux Firewall packages. 

Ans© Configuring Linux Firewall packages 

1) Linux provides a few different mechanisms for system security. One of these 

mechanisms is Linux’s firewall packages. 

 

2) Two of the firewalling packages available are tcp-wrappers and ipchains. 

3) tcp-wrappers is a minimalistic packet filtering application to protect certain 

network ports. 

4) ipchains is a packet filtering firewall. 

5) Another important firewall package, called iptables, 

1. tcp-wrappers 

a. The TCP Wrapper program is a network security tool whose main 

functions are to log connections made to inetd services and restrict 

certain computers or services from connecting to the tcp-wrapped 

computer. 



b. TCP wrappers works only on programs that are started from inetd. So 

services such as sshd, apache, and send mail cannot be “wrapped” with 

tcp-wrappers. 

2. ipchains 

a. ipchains is Linux’s built-in IP firewall administration tool. Using 

ipchains enables you to run a personal firewall to protect your Linux 

machine. 

b. If the Linux machine is a routing gateway for other machines on your 

network, it can act as a packet filtering network firewall if more than 

one network interface is installed. 

(D) Distinguish between NFS & SAMBA Server. 

Ans(D) The difference between Samba and NFS is primarily that 

1. Samba uses the SMB (aka Lanmanager) protocol which is considered 

"standard" for PCs , whereas NFS uses its own protocol (usually just called 

"NFS") which is not commonly available for PCs (NFS clients do exist for 

operating systems other than UNIX/Linux, but they'reusually neither free or 

easy to setup). 

2. Samba's SMB protocol allows the server machine to handle authentication, so 

it can decide what files the client has access to based on the particular machine 

and user connecting. NFS by default trusts all client machines completely (it's 

really not intended to share files tounsecured workstations) and lets the client 

machines handle authentication all on their own (once an NFS server has been 

told to accept connections from a client machine the client does not require 

any further server-side authentication, and can do anything it wants with the 

filesystem NFS gives it access to). 

3. SMB does not (directly) support UNIX style file permissions,so it is probably 

a bad idea to routinely use it to map file systems between machines which 

expect this information to be present and mutable, NFS of course supports all 

standard UNIX file information (this also means that SMB is fine for 

accessing a UNIX filesystem from a Windows machine, but not so hot the 

other way around). Network File System (also known as NFS) is a protocol 

developed by Sun Microsystems. It allows a user on a computer to access files 

that are sent across a network – similar to the way one accesses local storage. 

It is most common in systems with a similar composition to the UNIX system. 

4. Samba is a re-implementation of SMB/CIFS networking protocol (meaning a 

re-imaging of Server Message Block – or Common Internet File System). As 

with the NFS, Samba runs mostnaturally on a system with qualities not unlike 

those of the UNIX systems. It comes standard with almost every distribution 

of Linux, and is used as a basic system service on all other UNIX-based 

systems. 

a.  NFS is a protocol that allows a user to access files over a network; Samba is 

essentially a  re-imaging of the Common 

Internet File System. 

b.  NFS has four versions, the newest of which includes a stateful protocol; 

Sambhas multiple versions, the latest of which allows file and print sharing 

between multiple computers. 



Q4  

(A) State and explain E-Mail service & its components 

(B) Explain vsftpd configuration. 

Ans(B) You might not have installed vsftpd. to find out, execute the command : 

# rpmqueryvsftpd 

vsftpd-2.0.1-5    // If installed 

package vsftpd is not installed    // If not installed 

If vsftpd is installed, configure it to start at boot time using the chkconfig command: 

# chkconfig –levels 0123456 vsftpd off 

#chkconfig – levels  345 vsftpd on  

Alternatively, you can use the graphical service Configuration tool. To do so, type 

system-configservices at a command prompt or select Main Menu ->System 

Settings -> Server Setting ->Services. 

When you see the below screen, scroll down to the vsftpd entry near the bottom of 

the services scroll box.  

Click the check box near the vsftpd to enable it and then click Save to save your 

changes. Select File ->Exit to close the Service Configuration Tool after saving your 

changes. 

Next add the following line to the bottom of /etc/vsftpd/vftpd.conf, the vsftpd 

configuration file: 

Listen=Yes 

This entry configures vsftpd to run as Standalone daemon 

Now Start vsftpd: 

Service vsftpd start 

Finally, try to log in as an anonymous user. You can use a login name of ftp 

or anonymous: 

$ ftp localhost 

Connected to localhost (127.0.0.1). 

220 (vsFTPd 2.0.1) 

Name (localhost:bubba): ftp 

331 Please specify the password. 

Password: 

230 Login successful. 

(C) Explain different types of servers used in DNS 

Ans(C) 1. A top-level domain server, one that provides information about the domains is 

typically referred to as a root name server. 

2. A search for www.abc.edu looks to the root name server for .edu for 

information. 

The root name server then directs the search to a lower-level domain name 

server until the information is found. 

3. You can see an example of this by using the nsllokup or dig command to search 

for root name server for .edu 

The three types of local domain name servers are master, or primary, slave or 

secondary and caching only servers. 

I) Master 

The master contain all the information about the domain and supplies this 

http://www.abc.edu/


information when requested. 

A Master server is listed as an authoritative server when it contains the 

information you are seeking and it can provide that information.  

(ii) Slave 

The slave is intended as a backup in case the master server goes down or is not 

available. 

The server contains the same information as that master and provides it when 

requested if the master server cannot be contacted. 

         (iii)Caching 

    A caching server does not provide information to outside sources, it is used to 

provide domain information to other server and workstation on the local network. 

The caching the server remembers the domains that have been accessed hence use of 

the caching server speeds up the searches since the domain information is already 

stored in the memory. 

(D) Explain steps of Configuring IMAP4. 

Ans(D) 1. The IMAP implementation configured here  is the Dovecot IMAP server. 

First make sure Dovecot package is installed. 

2. The following rpmquery command shows you whether Dovecot package is 

installed. If not, install the dovecot package before proceeding: 

 # rpmquery dovecot 

 dovecot -0.99.14-4.fc4  

3. Configure the dovecot service to start when the system boots 

Use the following commands to start dovecot at boot time: 

chkconfig –levels 0123456 dovecot off 

chkconfig –levels 345 dovecot on  

Connect to the IMAP server, again using telnet: 

$ telnet localhost imap 

Trying 127.0.0.1... 

Connected to localhost.localdomain (127.0.0.1) 

logout 

4. Test the server, connect to the POP3 server as a mortal user using telnet 

$ telnet localhost pop3 

try …. 

connected to localhost.localdomain 

+OK dovecot ready. 

quit 

+OK Logging out 

Q5  

(A) Explain Apache web server with its Features. 

Ans(A) Apache server is most popular server, where organization & individual prefer linux 

to create web server. 

Originated from National Center for Supercomputing Applications (NCSA). 

Features: 

1. It has high Speed, configurability, stability. 

2. Configuration information resides in plain text. 

3. Apache is open source software project so anyone can contribute source 



code. 

4. Easily extensible using Dynamic Shared Objects(DSO) 

5. It has Rich set of access control. 

 

(B) How can a  Secure Server be created with SSL? 

Ans(B) SSL is short for Secure Sockets Layer, a protocol developed by Netscape for 

transmitting private documents via the Internet. SSL uses a cryptographic system 

that uses two keys to encrypt data − a public key known to everyone and a private or 

secret key known only to the recipient of the message. Both Netscape Navigator and 

Internet Explorer support SSL, and many Web sites use the protocol to obtain 

confidential user information, such as credit card numbers. By convention, URLs 

that require an SSL connection start with https: instead of http: 

 

Another protocol for transmitting data securely over the World Wide Web is Secure 

HTTP (S-HTTP). Whereas SSL creates a secure connection between a client and a 

server, over which any amount of data can be sent securely, S-HTTP is designed to 

transmit individual messages securely. SSL and S-HTTP, therefore, can be seen as 

complementary rather than competing technologies. Both protocols have been 

approved by the Internet Engineering Task Force (IETF) as a standard. 

(C)    Explain configuration of CGI on apache with script in detail. 

Ans(C) 1. Common Gateway Interface (CGI) is a standard method used to 

generate dynamic content on Web pages and Web applications. CGI, when 

implemented on a Web server, provides an interface between the Web server 

and programs that generate the Web content. These programs are known as CGI 

scripts or simply CGIs; they are usually written in a scripting language, but can 

be written in any programming language. 

2. Scripting language comparissons, links, tools and CGI web page scripting 

facilities for the creation, publishing and management of web content. Web CGI 

programs can be written in any language which can process standard input 

(stdin), environment variables and write to standard output (stdout). The web 

server will interact with all CGI programs using the "Common Gateway 

Interface" (CGI) standard as set by RFC 3875. 

3. CGI uses two methods to pass data between the browser and the web server, 

GET and POST. The GET method passes data in the URL and is the method 

employed here. The web server will pass environment variables into the 

execution environment of the CGI shell script which also may be used. 

4. An example of a CGI program is one implementing a Wiki. The user agent 

requests the name of an entry; the Web server executes the CGI; the CGI 

program retrieves the source of that entry's page (if one exists), transforms it 

into HTML, and prints the result. The web server receives the input from the 

CGI and transmits it to the user agent. If the "Edit this page" link is clicked, the 

CGI populates an HTML textarea or other editing control with the page's 

contents, and saves it back to the server when the user submits the form. 

Eg.  

#!/usr/bin/perl 

print "Content-type: text/html\n\n"; 
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print "<html><body>\n"; 

print "<h1>Hello World</h1>\n"; 

print "</body></html>\n"; 

(D) Write a short note on  Mailing Lists. 

Ans(D) 1. A mailing list is a collection of names and addresses used by an individual or an 

organization to send material to multiple recipients. The term is often extended 

to include the people subscribed to such a list, so the group of subscribers is 

referred to as "the mailing list", or simply "the list". 

2. The linux-net@vger.kernel.org mailing list is for networking user questions. 

Subscribe by sending subscribe linux-net in the message body to 

majordomo@vger.kernel.org  

3. The netdev@vger.kernel.org mailing list is for network development (not user 

questions). Subscribe by sending  subscribe netdev in the message body to 

majordomo@vger.kernel.org 

Q6  

(A) What are the advantages of shadow password over traditional password system? 

Ans(A) 1. It provides detail information about password 

2. It Improve system security 

3. It has control over how long a password can remain unchanged before user is 

required to change it 

4. It contains Username 

5. It contains no of days from jan 1, 1970 onwads ,the password 

6. It contains Min no of days for password  to be changed 

7. It contains Max no of days after which password must be changed 

8. It contains No of days from before password expiry ,user should be given 

WARNING 

(B) Explain rpmquery command with options. 

Ans(b) 1. RPM command is used for installing, uninstalling, upgrading, querying, listing, 

and checking RPM packages on your Linux system. 

2. RPM stands for Red Hat Package Manager. 

3. With root privilege, you can use the rpm command with appropriate options to 

manage the RPM software packages. 

4. RPM has a powerful query feature that allows you to find out what packages are 

installed on your system, the files associated with a package, or the package that 

owns a particular file. Use the -q flag to tell RPM to display the package name, 

version number, and release number of a package that's already installed, as in this 

example: rpm -q panda 

panda-2.0-1 

5. Flag Meanings 

-a Queries all currently installed packages 

-f somefile Queries the package that owns the specified file 

-p packagefile Queries the specified package 

-i Displays detailed package information such as name, description, release, size, 

build date, install date, and vendor 

-l Displays all files associated with the package 

        -d Displays documentation and help files associated with the package 
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-c Displays configuration files associated with the package 

-v Outputs file listings in the format of the ls -l command 

(C) Explain how system administrator can create, modify and delete user accounts 

Ans(C) 1. Useradd 

Create new user login account 

Syntax 

Useradd [-d home][-e expiry date][-c comment][-g initial group][-G group[…]] 

Eg. 

Useradd –c “newuser” –e 10/12/2015 

2. Userdel 

To delete user account 

#userdel –r username 

Eg: userdel –r terry 

Userdel command  fails to delete the account in case if user is logged in 

3. Usermod 

To modify user account 

#Usermod [options] username 

#usermod –g abc –u 123 terry 

-l:sets new user name 

-u : unlocks account 

-L : locks account and place ! In front of user`s encrypted password in 

/etc/shadow 

(D) Explain the following used to set and enforce disk usage quotas 

(edquota,quota,quotaoff,quotacheck,repquota) 

Ans(D) 1. edquota 

edquota is a quota editor. One or more users or groups may be specified on the 

command line. For each user or group a temporary file is created with 

an ASCII representation of the current disk quotas for that user or group and an 

editor is then invoked on the file. The quotas may then be modified, new quotas 

added, etc. Setting a quota to zero indicates that no quota should be imposed. 

Users are permitted to exceed their soft limits for a grace period that may be 

specified per filesystem. Once the grace period has expired, the soft limit is 

enforced as a hard limit. 

The current usage information in the file is for informational purposes; only the 

hard and soft limits can be changed. 

Upon leaving the editor, edquota reads the temporary file and modifies the binary 

quota files to reflect the changes made. 

2. quota 

Quota allows you to specify limits on two aspects of disk storage: the number of 

inodes a user or a group of users may possess; and the number of disk blocks that 

may be allocated to a user or a group of users. 

3. Quotaoff 

quotaoff - turn filesystem quotas off. 

quotaoff announces to the system that the specified filesystems should have any 

disk quotas turned off. 

/sbin/quotaon[ -vugfp ] [ -Fformat-name ] filesystem... 



/sbin/quotaon [ -avugfp ] [ -Fformat-name ] 

/sbin/quotaoff[ -vugp ] [ -xstate ] filesystem... 

/sbin/quotaoff [ -avugp ] 

-F, --format=format-name 

Report quota for specified format (ie. don't perform format autodetection). 

Possible format names are: vfsold (version 1 quota), vfsv0 (version 2 quota), xfs 

(quota on XFS filesystem) 

-a, --all 

Force all filesystems in /etc/fstab to have their quotas disabled. 

-v, --verbose 

Display a message for each filesystem affected. 

-u, --user 

Manipulate user quotas. This is the default. 

-g, --group 

Manipulate group quotas. 

-p, --print-state 

Instead of turning quotas off just print state of quotas (ie. whether. quota is on or 

off) 

4. Quotacheck 

NAME 

quotacheck - scan a filesystem for disk usage, create, check and repair quota files 

SYNOPSIS 

quotacheck [ -gubcfinvdMmR ] [ -Fquota-format ] -a | filesystem 

DESCRIPTION 

quotacheck examines each filesystem, builds a table of current disk usage, and 

compares this table against that recorded in the disk quota file for the filesystem 

(this step is ommitted if option -c is specified). If any inconsistencies are detected, 

both the quota file and the current system copy of the incorrect quotas are updated 

(the latter only occurs if an active filesystem is checked which is not advised). By 

default, only user quotas are checked. quotacheck expects each filesystem to be 

checked to have quota files named [a]quota.user and [a]quota.group located at the 

root of the associated filesystem. If a file is not present, quotacheck will create it. 

 

Options 

b Forces quotacheck to make backups of the quota file before writing the new 

data. 

-

v 

quotacheck reports its operation as it progresses. Normally it operates 

silently. If the option is specified twice, also the current directory is printed 

(note that printing can slow down the scan measurably). 

-

d 

Enable debugging mode. It will result in a lot of information which can be 

used in debugging the program. The output is very verbose and the scan 

will be slow. 

-

u 

Only user quotas listed in /etc/mtab or on the filesystems specified are to 

be checked. This is the default action. 



 

5. repquota 

repquota - summarize quotas for a filesystem 

SYNOPSIS 

/usr/sbin/repquota[ -vsug ] [ -t | -n ] [ -Fformat-name ] filesystem... 

/usr/sbin/repquota[ -avtsug ] [ -t | -n ] [ -Fformat-name ] 

DESCRIPTION 

repquota prints a summary of the disc usage and quotas for the specified file 

systems. For each user the current number of files and amount of space (in 

kilobytes) is printed, along with any quotas created with edquota 

OPTIONS 

-a 

Report on all filesystems indicated in /etc/mtab to be read-write with quotas. 

-v 

Report all quotas, even if there is no usage. Be also more verbose about quotafile 

information. 

-t 

Truncate user/group names longer than 9 characters. This results in nicer output 

when there are such names. 

-n 

Don't resolve UIDs/GIDs to names. This can speedup printing a lot 

Q7  

 

(A) How to install and configure application in linux? 

Ans(A) 1. It is possible for individual users to install some applications in their home 

directories, drive space set aside for their own files and customizations these 

applications are not available to other users without the intervention of the system 

administrator. 

2. If an application is to be used by more than one user, it probably needs to be 

installed higher up in the Linux file hierarchy, which is a job that can be 

performed by the system administrator only. 

3. The administrator can limit which users may use which applications by creating 

a “group” for that application and enrolling individual users into that group. 

4. New software packages might be installed in /opt, if they are likely to be 

upgraded separately from the Red Hat Linux distribution itself. 

5. By so doing, it’s simple to retain the old version until you are certain the new 

version works and meets expectations. 

6. Some packages may need to go in /usr/local or even /usr, if they are upgrades of 

packages installed as part of Red Hat Linux. 

7. The location of the installation usually matters only if you compile the 

application from source code. 

8. In Red Hat Package Manager (RPM) packages automatically goes where it 

should. 

(B) Explain Memory File System and its uses. 

Ans(B) These file systems do not exist on disk in the same way that traditional file 

systems do. They either exist entirely in system memory, or they are virtual 



because they are an interface to system devices. Some of them are : 

1. CRAMFS 

cramfs is designed to cram a file system onto a small ROM, so it is small, simple, 

and able to compress things well. The largest file size is 16MB, and the largest file 

system size is 256MB.Since cramfs is so compressed, it isn’t instantly updateable. 

The mkcramfs tool needs to be run to create or update a cramfs disk image.The 

image is created by compressing files one page at a time, so this enables random 

page access. 

 The metadata is not compressed, but it has been optimized to take up much less 

space            than other file systems. 

For example, only the low 8 bits of the gid are stored. This saves space but also 

presents a potential security issue. 

2. TMPFS 

tmpfs is structured around the idea that whatever is put in the /tmp file system is 

accessed again shortly. tmpfs exists solely in memory, so what you put in temp 

doesn’t persist between reboots. 

Creating /tmp as an in-memory file system is a performance boost. Creating /tmp as 

an in-memory file system is done in Solaris since the overhead of Solaris is very large. 

Creating /tmp as an in-memory file system hasn’t been done before in Linux because 

the ext2 file system has pretty good performance already. 

But for those who feel that they need the performance gains of storing /tmp in 

memory, this option is now available in Linux 

3. RAMFS 

ramfs is basically cramfs without the compression. 

4. /DEV/PTS 

/dev/pts is a lightweight version of devfs. Instead of having all the device files 

supported in the virtual file system, it provides support for only virtual pseudo 

terminal device files. /dev/pts was implemented before devfs. 

5. DEVFS 

The Device File System (devfs) is another way to access “real” character and block 

special devices on your root file system. 

The old way used major and minor numbers to register devices. devfs enables device 

drivers to register devices by name instead. 

(C) Explain IpAddress, Netmasking & subneting in detail. 

Ans(C) 1. An Internet Protocol address (IP address) is a numerical label assigned to each 

device (e.g., computer, printer) participating in a computer network that uses the 

Internet Protocol for communication. An IP address serves two principal 

functions: host or network interface identification and location addressing. Its role 

has been characterized as follows: A name indicates what we seek. An address 

indicates where it is. A route indicates how to get there. 

2. The designers of the Internet Protocol defined an IP address as a 32-bit number 

and this system, known as Internet Protocol Version 4 (IPv4), is still in use today. 

However, due to the enormous growth of the Internet and the predicted depletion 

of available addresses, a new version of IP (IPv6), using 128 bits for the address, 

was developed in 1995. IPv6 was standardized as RFC 2460 in 1998, and its 

deployment has been ongoing since the mid-2000s. 
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3. IP addresses are binary numbers, but they are usually stored in text files and 

displayed in human-readable notations, such as 172.16.254.1 (for IPv4), and 

2001:db8:0:1234:0:567:8:1 (for IPv6). 

Class First Byte 

Class A 0-127 

Class B 128-191 

Class C 192-233 

 

4. Subnetting 

A few more steps accomplish outside connection, including configuring a router, 

obtaining an ipaddressand actually making the connecting. IP numbers are not 

assigned to hosts, they are assigned to network interfaces on hosts. Subnetting is 

process of dividing single network address into multiple networks. Even though 

many computers on an IP network have a single network interface and a single IP 

number, a single computer can have more than one network interface. In the current 

(IPv4) implementation, IP numbers consist of 4 (8-bit) bytes for a total of 32 bits of 

available information. This system results in large numbers, even when they are 

represented in decimal notation. To make them easier to read and organize, they are 

written in what is called dotted quad format.  

Example the internal network IP address 192.168.1.1.Each of the four groups of 

numbers can range from 0to 255. 

Binary notation: If the bit is set to 1 it is counted, and if set to zero it is not counted. 

The binary notation for 192.168.1.1 is; 

11000000.10101000.00000001.00000001 

The dotted quad notation from this binary is: 

(128+64).(128+32+8).(1).(1) = 192.168.1.1 

5.  Netmask 

A netmask is a 32-bit mask used to divide an IP address into subnets and specify the 

networks available hosts. In a netmask, two bits are always automatically assigned. 

For example, in 255.255.225.0, "0" is the assigned network address; and in 

255.255.255.255, "255" is the assigned broadcast address. The 0 and 255 are always 

assigned and cannot be used. 

below is a breakdown of each of the commonly used network classes. 

Class 
Netmask 

length 
# of networks # of hosts Netmask 

Class A 8 126 16,777,214 255.0.0.0 

Class B 16 16,382 65,534 255.255.0.0 

Class C 24 2,097,150 254 255.255.255.0 
 

(D) Write and explain files used by network configuration 

Ans(d) The graphical helper tools edit a specific set of network configuration files, using a 

couple of basic commands. The exact names of the configuration files and their 

location in the file system is largely dependent on your Linux distribution and 

version. However, a couple of network configuration files are common on all UNIX 

systems: 

/etc/hosts 
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The /etc/hosts file always contains the localhost IP address, 127.0.0.1, which is used 

for interprocess communication. Never remove this line! Sometimes contains 

addresses of additional hosts, which can be contacted without using an external 

naming service such as DNS (the Domain Name Server). 

A sample hosts file for a small home network: 

127.0.0.1       localhost.localdomain   localhost 

192.168.52.10 tux.mylan.comtux 

192.168.52.11 winxp.mylan.com winxp 

/etc/resolv.conf 

The /etc/resolv.conf file configures access to a DNS server. This file contains your 

domain name and the name server(s) to contact. 

Eg: nameserver 193.134.20.4 

/etc/nsswitch.conf 

The /etc/nsswitch.conf file defines the order in which to contact different name 

services. For Internet use, it is important that dns shows up in the "hosts" line: 

[bob@tux ~]grep hosts /etc/nsswitch.conf 

hosts: files dns 

(E) Which command is used to change the expiration policy for user’s password? 

Explain with suitable example. 

Ans(E) chage - change user password expiry information 

chage [options] [LOGIN] 

Description 

The chage command changes the number of days between password changes and 

the date of the last password change. This information is used by the system to 

determine when a user must change his/her password. 

Options: 

-d, --lastdayLAST_DAY 

Set the number of days since January 1st, 1970 when the password was last 

changed. The date may also be expressed in the format YYYY-MM-DD (or the 

format more commonly used in your area). 

-E, --expiredateEXPIRE_DATE 

Set the date or number of days since January 1, 1970 on which the user's account 

will no longer be accessible. The date may also be expressed in the format YYYY-

MM-DD (or the format more commonly used in your area). A user whose account is 

locked must contact the system administrator before being able to use the system 

again.Passing the number -1 as the EXPIRE_DATE will remove an account 

expiration date. 

-h, --help 

Display help message and exit. 

-I, --inactiveINACTIVE 

Set the number of days of inactivity after a password has expired before the account 

is locked. The INACTIVE option is the number of days of inactivity. A user whose 

account is locked must contact the system administrator before being able to use the 

system again. 

Passing the number -1 as the INACTIVE will remove an account's inactivity. 

-l, --list 



Show account aging information. 

-m, --mindaysMIN_DAYS 

Set the minimum number of days between password changes to MIN_DAYS. A 

value of zero for this field indicates that the user may change his/her password at 

any time. 

-M, --maxdaysMAX_DAYS 

Set the maximum number of days during which a password is valid. When 

MAX_DAYS plus LAST_DAY is less than the current day, the user will be 

required to change his/her password before being able to use his/her account. This 

occurrence can be planned for in advance by use of the -W option, which provides 

the user with advance warning. 

Passing the number -1 as MAX_DAYS will remove checking a password's validity. 

-W, --warndaysWARN_DAYS 

Set the number of days of warning before a password change is required. The 

WARN_DAYS option is the number of days prior to the password expiring that a 

user will be warned his/her password is about to expire. 

If none of the options are selected, chage operates in an interactive fashion, 

prompting the user with the current values for all of the fields. Enter the new value 

to change the field, or leave the line blank to use the current value. The current value 

is displayed between a pair of [ ] marks. 

(F) What is Postfix Mail Server? List the steps for configuring postfix. 

Ans(F) 1. Postfix is a mail transport agents used every day at sites that handle thousands 

and tens of thousands of messages per day.The best part is that Postfix is fully 

compatible with Sendmail at the command level. The similarity is deliberate, for 

Postfix was designed to be a high-performance, easier-to-use replacement for 

Sendmail. 

2. Switching to Postfix 

By default, Fedora Core and RHEL use Sendmail, Switching to Postfix is 

simple, but before doing so, stop Sendmail: 

# service sendmail stop 

3. The next step is to make sure the Postfix is installed 

$ rpmquery postfix 

postfix—2.2.2-2 

4. Configuring Postfix 

The configuration file is /etc/postfix/main.cf . The following variables need to be 

checked or edited 

Domain name: 

mydomain =example.com 

Local machine domain: 

myhostname=coondog.example.com 

Domain name appended to unqualified addresses 

myorigin=$mydomain 

This causes all mail going out to have your domain name appended. 

The mydestination variable tells Postfix what addresses it should deliver locally. 

mydestination=$myhostname, localhost, localhost.$mydomain 

Postfix supports a larger number of configuration variables than the four just 



listed, but these are the mandatory changes you have to make. 

Create or modify /etc/aliases file : At the very least, you need aliases for Postfix, 

postmaster, and root in order for mail sent to those addresses to get to a real 

person. 

Example : 

postfix: root 

postmaster: root 

root: bubba 

5. After creating or modifying the aliases file, regenerate the alias database using 

Postfix’s newaliases command. 

/usr/sbin/newaliases 

The last step is to start  Postfix: 

# service postfix start 

Starting postfix: [ OK ] 

 


